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Penetration
testing

Functional
security
testing

Vulnerability
scanning

Security
testing
methods

Code
analysis

Hardware / Side
channel attacks
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Implementation
- Continuous testing of single components under
development

- E.g. functional security testing, code analysis,
vulnerability scanning, etc.

Specification

- Specification of (functional) security test cases

- Specification and preparation

of automated tests

Design
- Creation of security test concepts
(test setup, methods, tools, etc;)

- Test/Evaluation of 3rd party
components (penetration test)

Or®

Testing life cycle

Independent of concrete product:
- Definition of security testing strategy
- Continuous consulting

Testing

- Vulnerability scans

- Penetration tests

- Side channel attacks

- Code analysis
- Functional tests
- Fuzz tests
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Production

- Security testing of the
production environment

Co

Operation

- Continuous retesting
(including new attacks and
security requirements)

- Software update testing

- Security testing trainlings and workshops

Q

Analysis

- Definition of security enviroment
(security goals, attacker model)

- Evaluation of general security &
testing requirements

EERNSFTESNDZICDZVHHE
Weht

- BES
ANNd

- BT ANFEORMCEFIEATIN?

-EHREETOEADEDERET. COLSBEFaUT1TR
FEITOMENHDEITH?

- EDAVR—RUNETFINIARETETH ? BEIBAETITS
HEIE?

- BEMLTEZHDIFATIN?

-EBREIFESTIN?

- AREICKEBREF AT TARNE?

ICDVWTEDLDBRT AN EIRN T EIMEDHDET

o

Phase-Out
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