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ESCRYPT 
Intrusion 
 detection and 
prevention 
solution

With the increasing connectivity of vehicles, new vectors for 
cyberattacksareemergingandattackersareconstantly
perfectingtheirmethods.Thiserosionofsecurityconcerns
allbuildingblocksofaconnectedvehiclefleet:thevehicles
themselvesaswellasthecorrespondingvehiclebackend
services.

Asaresult,maintainingtheappropriatesecurityforacon
nectedfleetisaholisticandcontinuousactivity.Detailed
knowledgeofthesecuritystatusandpotentialattacksis
paramountandrequiredbyupcomingregulationsandstan
dards.Consequently,alifecycleapproachisrequiredwhich
includes:Activesecuritymonitoringoftheinvehiclecom
ponentsandtheircommunication,thefleetITinfrastructure
and,finally,theautomotivethreatlandscapeasawhole.

Efficient risk management for the entire lifecycle of vehicles

Changing threat 
landscape

The threat landscape for  connected 
vehiclesisconstantlyevolving.Con
sequently,vehiclesecuritydegrades
overtimeasattackersperfecttheir
methods.

Mandatory 
regulations

Compliantcybersecuritymanagement
hasbecomeadecisivesuccessfactor
forautomotivemanagers.TheUNRe
gulation 155 and the  ISO/SAE 21434 
standardmandatevehiclesecurity 
for the entire lifecycle to receive type 
approval.

Our offering

ETASoffersanIntrusionDetectionand
PreventionSolution(IDPS)for
connectedfleetsthatenablesOEMs
toestablishalifecycleofpermanent
securitymonitoringandcontinuous
adjustments.



Holistic end-to-end solution

TheESCRYPTIDPSsolutionfortheautomotivedomainencompassesmultipleinvehicleIDPSsoftwarecomponentsand 
theESCRYPTVehicleSecurityOperationsCenter(VSOC)asamanagedsecurityserviceonthebackendside,whichcan 
betailoredtothespecificneedsofeverycustomerenvironment.ETASfollowsanopenarchitectureconceptwiththeIDPS;
thesolutioncomponentsarealsoavailableasindividualbuildingblocks.

The ESCRYPT IDS sensors elicit 
 security event  information where  
it matters:

 – Networkbasedintrusiondetection
forCANandCANFDwithESCRYPT
CycurIDS-CAN

 – Networkbasedintrusiondetection
forEthernetwithESCRYPTCycurIDS
ETH

 – AutomotiveEthernetfirewallwith
 ESCRYPT CycurGATE

 – Hostbasedintrusiondetection
especiallyforsystemswithrich
operatingsystemsandexternal
 interfaces

The ESCRYPT distributed IDS frame
work selects, persists and forwards 
the relevant security event infor
mation:

 – ESCRYPTCycurIDS-M,intwovariants:

 – fordeeplyembeddedECUs,i.e. 
µCswithclassicAUTOSARorRTOS

 – forlargerplatforms,i.e.µPsrunning
adaptiveAUTOSARand/orsome
POSIX OS

allowsthemanagementofsecurity
eventinformationonECUs,vehicle
domains,orthecompletevehicle.
ComplianttotheAUTOSARIDS
Manager(IdsM)specification,the
ESCRYPTCycurIDS-Mvariantsallow
tailoringtoanyfiltering,persistence,
andreportingstrategy.

 – ESCRYPTCycurIDS-Rforreportingof
thesecurityeventinformationfrom
the vehicle to the VSOC

The ESCRYPT Vehicle Security 
 Operations Center enables  fleet- 
wide monitoring:

 – Unitesallsecurityeventinformation
sourcesfromthevehiclefleetsand
vehiclebackendsystems,supportof
ESCRYPTCycurGUARD,ETAS’back
end solution for onboarding security 
events

 – Providesacompletevehiclesecurity
operationsservicefromasingle
source

Vehicle Computer  
(e.g. AUTOSAR adaptive)

Telematics Control Unit

Distributed vehicle IDS architecture
 – ESCRYPTCycurIDS-CAN,ESCRYPTCycurIDS-ETHandESCRYPTCycurGATEact
assmartsensorsaggregatingandpreselectingpotentialsecurityevents
(SEV)toenableafastandcorrectanalysis

 – HostbasedIDSforriskbasedmonitoringofECUs

 – ESCRYPTCycurIDS-Mcollects,analyses,aggregates,persists,andreports
raisedsecurityeventstotheESCRYPTCycurIDS-R

 – ESCRYPTCycurIDS-RreportsthesecurityeventsfromthevehicletotheVSOC

Mobile 
Network Provider

Vehicle Backend Security Analysis, Security Incident 
Response & Threat Intelligence

ESCRYPT Vehicle Security Operations Center (VSOC)
 – Reliableserviceforcontinuous24/7monitoringofvehicle 
fleetsecurity

 – ESCRYPTCycurGUARDassecurityeventonboardingbackend

 – Normalizationandcontextualizationofdetectionreports

 – IntegrationwithOEMbackendsystems

 – SecurityAnalyticsServicewithautomotivesecurity 
forensicexpertsincl.threatdetection&intelligence

 – Analystvalidatedandactionablesecurityincidentreports
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Threat detection and threat intelligence

ESCRYPTCycurGUARDenablesanalysisofdatafromthe
entireconnectedfleettoidentifyemergingthreats.With
thismonitoringbackendproduct,ETASoffersanintegrated
solutionforcollectingandanalyzinganomalyreportsof
vehiclesinoperation.

ESCRYPTCycurGUARDcollectsandpreprocessesrelevant
datafromadiversesetofdatasources.Itensuresthatdata
fromdifferentdomains(invehicle,infrastructure,backend
services)iscrossreferenceablesothattheSIEMcanuseits
fullrangeofautomatedandmanualdetectioncapabilities.

TheVSOCreliablyidentifiesacutethreatsreferringtoan
extensiveandcontinuallygrowingdatabaseofknownattack
patterns,usingadhocorprebuiltreportstohelpevaluating
thesafetyandsecurityoftheconnectedfleet.

SpecializedAutomotiveSecurityForensicExpertstakeover
theIncidentResponseprocessandSecurityAnalytics.
LeadingITsecurityserviceproviderssupportwithcompre
hensive honeypot infrastructure and threat  intelligence 
sources,whicharecombinedwithETAS’automotivespeci
ficpublicsourcestoestablishadedicatedthreatintelligence
service.

Powerful partnership

ETAS cooperates with leading IT security service providers 
onthecommissioning,infrastructure,andservicesofase
curityoperationscenter(SOC).Inthisway,itpoolstheskills
andexpertiseforSOCasaServicewithitsownspecialist
automotiveknowhowandportfolio.Wehavetakentheex
istingSOCinfrastructureandexpandeditwithtrainedauto
motivesecurityanalystsandspecializedforensicsexperts,
turningitintoahighlyprofessional,marketready,andholis
ticsolution.

Ourcustomersreceiveavehiclesecurityoperationscenter
asamanagedsecurityservicethatisperfectlyadaptedto
thespecificrequirementsoftheirconnectedfleet.
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Are you interested in ETAS products and solutions?
Please write to us at: info@etas.com

Your benefits 

 – Holisticofferingthatcoversacompletedistribution
frameworkandsensorsforinvehicleintrusiondetec
tion(IDS)aswellasasecuritymonitoringbackend 
andcomplementarySOCservices

 – Continuousmonitoringofattacksinthefield

 – Timelydetectionofattacks

 – Securityanalyticsbyforensicexperts

 – Enablesrolloutofcountermeasuresviaupdatesforthe
entirefleet

 – Deliveryeitherasanendtoendonestopsolution
tailoredtotheneedsofthevehiclefleetorasindividual
components

 – ComplianttoAUTOSAR

 – Enablescompliancetolegalrequirements,e.g.UNRe
gulation 155

Weitere Produktinformationen:
www.etas.com/IDPS ETAS/COM2_AS/12/2022


