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1. The software-defined vehicle challenges boundaries and mindsets

Cybersecurityhasbecomeamajorbusinessfactorformod-
erncars:softwarevulnerabilitieshaveledtosafetyrecalls[1],
automotive-specificregulationsmandatesecurityinthelar-
gestmarkets[2],[3],andthemajorityofmanufacturingand
automotivecompaniesrecentlyrankedcyberincidentsasa
top5businessrisk[4].

Automotivesoftwareiscloselylinkedwithautomotivesec-
urity.Astheindustrymovestowardtheso-calledsoftware-
definedvehicle(SdV),itneedsastrongunderstandingof
cybersecurity.Thiswhitepaperprovidestheindustrywitha
compassandamaptosuccessfullynavigatetherisks.

Fromaconsumerperspective,thesoftware-definedvehicle
willfeatureappstoresmuchlikeasmartphoneandfunctions
thatrequireoff-boarddataprocessing.Imagine,forexample,
arentalcarthatisautomaticallyfullypersonalizedtoyour
preferences:fromradiosettingstoseatconfigurationto
climatecontrols.Fromamanufacturer’sperspective,theSdV
allowsnewdata-centricbusinessmodelssuchaspay-per-
usefunctionsthatarealreadyfoundinsomemoderncars.
TheSdVisbuiltontwotechnologicaladvancesthatallowab-
stractionfromthephysicalvehicle:vehiclecomputersand
vehicleclouds.Theseinnovationschallengeaclassical
vehicle’sboundariesandprevalentmindsets.Auto-

motivecompaniesmustthereforeadapttheirapproachto
automotivesecurity:cybersecurityfortheSdVmustbede-
fendedend-to-endalongthethreedimensionsoflifecycle,
ecosystem,andsoftwaresupplychain(seeFigure3).

1.1 Challenging the on-board/off-board boundary

Thesoftware-definedvehicleleveragesandreliesonoff-
boardfunctions,knownasvehiclecloudcomputing.Inter-
actionswithsmartphones,dataprocessinginthebackend,
allthiswillhaveadirectimpactonwherethevehicleisgoing
andhowitinteractswithdrivers,passengers,androad
users.Off-boardsecurityproblemscanhaveanon-board
impact[5],[6].Fromasecurityperspective,thisabolishes
theon-board/off-boardboundary:automotivecompanies
andthevendorsandoperatorsofITsystemsmustensure
securityintheautomotiveecosystem(seeFigure1)topro-
tectthesoftware-definedvehicleandthesafetyofroad
users. 

Figure1:Theautomotiveecosystemanditsdataflowsacrossplayersintheecosystem.
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1.2 Challenging assumptions about automotive software

Thesoftware-definedvehicleismorethanavehiclewithcon-
nectivity.Essential,differentiatingfeaturesareimplemented
innewsoftwareinsidethevehicleonso-calledvehiclecom-
putersandinnewsoftwareoutsidethevehicleonso-called
vehicleclouds.Thisresultsinanincreasingnumberoflines
ofcodeandthusincreasingpotentialforvulnerabilities.More
crucially,thisshiftbreaksdownexistingassumptionsabout
whatautomotivesoftwareis:vehiclecomputersandvehicle
cloudsusenewprogramminglanguages,virtualizationand
servertechnologies,numerousopen-sourcecomponents,
andnewthird-partycontributors(seeFigure2).Software
vulnerabilitiesinanyofthesecomponentsandsourcesim-
pactthesecurityofthesoftware-definedvehicle.TheSdV
mustbeprotectedalongadrasticallyexpandedandmuch
morediversesoftwaresupplychain.

1.3 Challenging the development mindset

Thisnewautomotivesoftwarediffersinanothercrucial
aspect:itisneverfinished;itisalwaysevolving.Theunder-
standingthatavehicle’sdevelopmentendswithstartofpro-
ductiondoesnotholdanymore:theSdVisalwaysevolving,
andfrequentupdatesareacharacteristicfeature.Without
atraditionalon-board/off-boardboundary,theSdViscon-
tinuouslyexposedtoanalwaysevolvingthreatlandscape.
Consequently,reportsshowthatcyberattacksoncarsarein-
creasing,especiallyviaremoteconnectionsthatcancomeat
anypointintheSdV’slifecycle[7].Thisappliestothemanu-
facturingphaseaswell.Between2020and2021,“[a]ttacks
againstmanufacturingincreasedfrom7%[ofallattacks]last
yearto22%,”andtherewasan“[u]pto300%increasein
attacksfromopportunistictargeting”[8].Automotivemanu-
facturersandsuppliersneedtomonitor,protect,andupdate
softwareconsistentlyandquicklyalongtheentirelifecycle.

1.4 The new end-to-end security

Thisis,then,themeaningofnewend-to-endsecurity:pro-
tectionmustbeensuredfromdesigntoproductiontoendof
life(lifecycledimension),fromcustomerstomanufacturers
toexistingandnewsoftwaresuppliersincludingopen-
sourcesoftwareprojects(softwaresupplychaindimension),
andfromin-vehiclecomponentstomobiledevices,vehicle
clouds,andinfrastructurevendorsandoperators(eco-
systemdimension).

Buildingonourexperienceinhelpingautomotivecompanies
implementthisnewend-to-endsecurity,thiswhitepaperis
structuredasfollows:Section2lookstothesoftwareand
techindustryforlessonslearned,inparticulartheDevOps
paradigm,anddiscussesautomotiveindustryspecifics.This
allowsSection3todefinethenewSdV-levelcybermaturity
thatmatchestheincreasedcyberriskoftheSdV.Thispaper
concludesinSection4withanoutlookonhowautomotive
companiescanachievethisSdV-levelcybermaturity.
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Figure2:TheSdVintroducesmanynewtypesofautomotivesoftwareinadditiontoclassicaldeeplyembeddedsoftware.

Figure3:CybersecurityfortheSdVmustbedefendedend-to-endalongthe
threedimensionsoflifecycle,ecosystem,andsoftwaresupplychain.
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2. Keeping up with the speed of software

Thesoftware-definedvehicleisareality,soitisprudentto
looktomoreestablishedsoftwareindustriesforlessons
learnedandbestpractices.Akeyfactorthatsetshigh-per-
formingsoftwarecompaniesapartistheirgradeofauto-
mationandsoftwaredeliverycapabilities.Thefasterthat
automotivemanufacturersandsupplierscantroubleshoot
andfixtheirsoftwaresystems,thebettertheycanprotect
theircustomersandbusinessmodelsagainstcyberthreats.
Incidentsdoandwillhappen,butacomprehensive,well-im-
plementedsetofmeasurescanreducecyberrisksasso-
ciatedwithsophisticated,targetedattacks[9],developer
protests[10],orsimplebugs[11]toanacceptablelevel.Key
metricsinthiscontextaremeantimetodetect(MTTD)and
meantimetorepair(MTTR),andhighsecurityawareness
andcybermaturityarehallmarksoftechnologycompanies.

2.1 DevSecOps – Development, security, and operations

Butevenwiththebestdevelopmentpractices,somebugs
willinevitablyremainundiscoveredorunaddressed,leaving
softwarevulnerabletoattack.Inthiscontext:“Itturnsout
thatpatchingvulnerablesoftware,ifimplementedcon-
sistently,wouldstopmosthackerscoldandsignificantlyre-
ducerisk”[12].DevOps,ifdoneright,clearlyhelpsimplement
thisconsistency,anditcanhelpacceleratethesoftware
developmentanddeploymentthroughoutthesoftwarelife-
cycle.

However,intoday’scybersecuritylandscape,itiscrucialto
takeDevOpstothenextlevelbyadoptingDevSecOpsto
ensureend-to-endsecurityofthesoftwaresupplychain.

DevSecOpsembedssecuritycapabilitiesinthedevelopment
andoperationofsoftware,fromsourcecodetotheminds
andheartsofsoftwaredevelopersandeveryonewhointer-
actswiththesoftwaresystems(seeFigure4).

Giventhegrowingintegrationbetweenclassicalautomotive
softwareandITsoftware,adoptingDevSecOpsisnolonger
justanoptionbutacriticalimperative.Forinstance,asbrake
systemsrelyondeeplyembeddedsoftware,theywillcon-
tinuetobedevelopedusingthesecurity-enhancedV-model.
Butthegrowingintegrationbetweenclassicalautomotive
softwareandITsoftwaredemandsthismorefocusedap-
proachtoDevSecOps,particularlyinthecaseofvehicle
computersandsystem-on-chip(SoC)architectures.These
systemsbringtogethersafety-criticalandgeneral-purpose
functions,blurringthelinesbetweentraditionalbrakesys-
temsandfeaturessuchasroadsideobjectrecognition,both
insideandoutsidethecar(seeFigure6).

DevelopinganddeployingsoftwaretosuchSoCarchitec-
turesrequiresrigorousvalidationofcomponentsandsource
code,regardlessofwhethertheyarein-houseorfromex-
ternalthirdparties,openorclosedsource.Thisvalidation
representsanimportantaspectoftherequiredend-to-end
securityofthesoftwaresupplychain.Startingatthesource-
codelevelisessential,aszero-dayexploitscancomefrom
anylineofcode,andmalicioussource-codemanipulation
isnothingnewinthesoftwareworld.Targetedattackscan
notonlyexploitsuchvulnerabilities,buttheycanalsoinsert
theminafirstplace.Cultivatingtherightmindsetiscrucialto
protectingagainstthesekindsofcyberthreatsandrequires
amultifacetedapproachthatincludesbothtechnological
andorganizationalmeasures.
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Figure4:DevSecOpsaugmentsDevOpscapabilitieswithdedicatedsecuritycapabilities(green).
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Thecomplexitybehindcybersecurityinthiscontextisdriven
bytheever-growingvolumeofsoftwareusedacrossthe
ecosystem,supplychain,andtimeline(seeFigure5).To
managethiscomplexityeffectively,systemsandorganiz-
ationsmustkeeppacewiththisconstantexpansion.This
istheonlywaytocontroltherisklandscapeforthesoft-
ware-definedvehicleinaneffectiveway.

Thischallengemustnotbeunderestimated.Toaddressit
effectively,teamsmustworktogetherseamlessly,within-
formationflowingsmoothlyacrossdifferenttoolsandfunc-
tions.Speedisoftheessence,makingautomationessential
insecurityengineering.Achievingthislevelofcollaboration
andtransparencyrequiresexcellentskillsincross-functional
teamwork,particularlyacrossdepartmentalboundariesand
evenacrossorganizations.Thisabilitytocollaborateeffect-
ivelyisacrucialfactorinthesuccessofDevSecOpsandan
essentialaspectofmaintainingasecuresystem.InSections
3and4,wecontinuethistopicandpresenthowtomanage
cyberriskandcapitalizeonthepotentialoftheSdV.

2.2 To the software-defined vehicle in three phases

ThesoftwareindustryadoptedDevOpsseveralyearsagoand
learnedalotabouthowmuchvaluetransparencycangener-
ateandhowtobreakdownsilos.Thisnewlevelofcommuni-
cationwillbeequallyrelevantforautomotivecompanies,

asE/Earchitecturescontinuetodevelopandincreasingly
implementvehiclecomputersandcloud-basedfunctionality
(seeFigure7).Vehiclecentralizedarchitecturesbreakthe
formerboundarybetweenon-boardandoff-boardfunctions.
However,remainingcompanysiloscreateweaknessessuch
asincompatibleriskscoringorunalignedsoftwarepatching
strategieswithinandacrossorganizations.
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Figure6:Asystem-on-chipusedinavehiclecomputerintegratesfunctionsofdifferentcriticality(safety,dataprotection,infotainment).

Figure5:Thecyberriskspacegrowsduetothegrowingvolumeofsoftwarein
theautomotiveecosystem.
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Consequently,theautomotiveindustrycanlearnfromthe
softwareindustryandadaptthelessonslearnedtoits
specificrequirements,forexampleinthecontextofalonger
productlifecycle.Furthermore,functionalsafetyrequire-
mentsandregulationsintheautomotiveindustryrequire
extensiveverificationandvalidationactivities,soanyimple-
mentationofDevSecOpswillneedtopayattentiontosafety
aspectsaswell.However,DevOpsandautomationcanhelp
performthisverificationevenfaster.Andnoteveryfunction-
alityissafetyrelevant,sotheindustryneedstolearntowork
withdifferentvelocitiesforthesameproduct.

Inaddition,theautomotiveindustrymustkeepupwiththe
latestadvancesinthesoftwareindustry.Forexample,the
zero-trustinitiativeisimportantforthefutureofthesoft-
ware-definedvehiclebecauseitprovidesasecurityframe-
workthatcanhelpsecurecommunicationanddataexchange
betweenthevariouscomponentsofaconnectedvehicle.

Thezero-trustapproachhelpsensurethatonlyauthorized
andverifiedentitiescanaccessthevehiclesystemsand
data,whichiscrucialformaintainingthesecurityandprivacy
ofboththevehicleanditsoccupants.Adoptionintheauto-
motivebusinessisinevitable,maybenottodaybutcertainly
inPhase3(seeFigure8).

Toavoidawasteoftimeandresources,itisessentialnot
toreinventthewheel.DevOpsmethodologiesshouldbe
copiedwithpridebytheautomotiveindustry,adapted,and
appliedtogetherwithanapproachtoteardownsilosbe-
tweendevelopmentandIToperationsdepartments.The
successfulimplementationofcontinuousintegrationand
deliveryrequiresincreasedcollaborationandfasterfeedback
loopsand,moreover,asenseforsecuritytomakeitfastand
secure. 

Figure7:DevelopmentsofE/EarchitecturesthatenabletheSdV.
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3. Four security principles for SdV-level cyber maturity

Successfulsecurityprogramsadheretofourprinciples:
securitybydesign,defenseindepth,riskmanagement&
monitoring,andorganizationalsecurity.Theseprinciples
haveallowedorganizationstoestablishproductsecurity
withtheirpeople,processes,andtechnology.However,the
software-definedvehiclechallengesexistingboundariesand
mindsets.Astheriskspacegrows(seeFigure5),theauto-
motiveindustrymustre-thinkthesefourprinciplesinorder
tomatchriskandsecurity.Manufacturersandsuppliersmust
taketheirimplementationsoftheprinciplestoanewmatur-
ityleveltoproperlyprotecttheSdVend-to-endalongthe
lifecycle,ecosystem,andsoftwaresupplychaindimensions
(seeFigure9).JustasindividualactivitiesintheDevOpsloop
haveonlylimitedimpactinisolation,itisonlywhenanorgan-
izationreachesSdV-levelmaturityinallfourprinciplesand
becomescyberresilientthatitwilltrulymastercybersecurity
forthesoftware-definedvehicle.

3.1 Principle #1: Security by design

Securitybydesignmeansthatsecurityisbuiltintotheprod-
uctfromtheverybeginning.Thisisoftenaprocess-focused
principle.Theestablishedimplementationofthisisasecur-
ity-enhancedV-model.Consideringthepermanentexposure
oftheSdVtopotentialattackers,automotivecompanies
mustexpandthisunderstanding:securitybydesignmust
alsomeanarelentlessoptimizationofthemeantimetore-
pair(orfix)ofvulnerabilitiesfortheentireSdVlifecycle.High
automationandafocusonresilienceareneededtoclosethe
DevOpsloop.

3.2 Principle #2: Defense in depth

Defenseindepthisthepracticeofestablishingmultiple
protectionmechanismswithoutasinglepointoffailurethat
compromisestheentireproduct.Specificsecuritytechnol-
ogy(softwareandhardware)isafocusofthisprinciple.Pre-
SdV,thiscommonlymeantalayeredapproachfromdeeply
embeddedcomponentstoon-boarddomainstotheentire
vehiclenetwork.Thenewvehiclecentralizedarchitectures
withvehiclecomputersandvehiclecloudsrequireaneco-
system-levelviewwithadditionallayersforon-andoff-board
componentsincludinganevolutiontowardzerotrust.

Mature organizations think and act differently

ThedescriptionofhighermaturitylevelsinFigure9is
basedonETAS’sdecadesofexperienceinsupporting
automotivecompanieswithcybersecurityaswellas
theannual,industry-leadingESCRYPTAutomotive
CyberMaturitySurvey.Thedatapaintastrikingpic-
ture:high-maturitycompaniesapproachcyberse-
curitystakeholdersdifferently,prioritizeregulatory
requirementsdifferently,andsethigherbudgetsfor
cybersecurity.Increasingcybermaturitycorrelateswith
increasingsatisfaction,increasingDevSecOpsmen-
tality,andincreasingend-to-endcoverageofsecurity.
ReadourfullAutomotiveCyber
MaturityReportfrom2022,based
onhundredsofresponsesfrom
automotiveprofessionalsworld-
wide,andfollowETASsocialmedia
channelstobenotifiedofthis
year’sreportandupcomingsurvey.

Figure9:TheSdVrequiresanewlevelofcybermaturityineachofthefoursecurityprinciples.
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*Maturity levels based on joint survey & development by KPMG and ETAS based on CMMI

https://www.etas.com/download-center-files/DLC_products_ESCRYPT/etas-escrypt-2022-automotive-cyber-maturity-report.pdf
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3.3 Principle #3: Risk management & monitoring

Riskmanagementandmonitoringmustbeattheheartofall
securityactivities.Thisprinciplefocusesoninformationand
dataassetswithintheSdVecosystem.Threatandriskanaly-
ses(TARA)areoneofthefirststepsautomotivecompanies
takeastheyprogressfrominitialtoestablishedmaturity.
TARAsidentifytheriskandmeasurewhethermitigations
reducerisktoanacceptablelevel,e.g.,throughconsistent
applicationofthesecurity-by-designanddefense-in-depth
principles.However,theinitialprocessesandtoolingthat
manufacturersandsuppliershaveestablishedoftendonot
lendthemselvestothehigh-frequencychangesthattheSdV
demands.Continuousmonitoringofthethreatlandscape–
includingvulnerabilitiesintheecosystem,optimizingmean
timetodetectsecurityevents,andquicklyupdatedTARAs
untiltheendofanSdV’slifetime–aredistinguishingmarksof
organizationswithadvancedoroptimizingmaturity.

3.4 Principle #4: Organizational security management

Areviewofcyberincidentsinrecentyearsdemonstrates
thatsecurityneedstechnicalandorganizationalsolutions,
andsothisprinciplelookstopeopleandculture.Automotive
manufacturersandsuppliersmustimplementcybersecurity
managementsystemsinoperations,inriskmanagementand
compliance,andininternalaudits(theso-called“threelines
ofdefense”).Buildingupallareastakestimeandeffort,soin-
itial-maturityorganizationstypicallyfocusjustononelineof
defense,forexamplewithaclearfocuson“compliance”and
arelatedchecklistmentality.Thisisunderstandableandcan
helpacompanyinitiallystayinbusiness.However,theSdV
withitsdata-centricbusinessmodelsrequiresanexpanded
securitymindsetcoveringallthreelinesofdefenseandinte-
gratingallstakeholdersincludingthesoftwaresupplychain
(seeFigure10).

Figure10:High-maturitysecurityorganizationsintegratetheperspectivesofallstakeholderswithinthecompany,fromitscustomers,andinitssoftwaresupply
chain.
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4. Reaching SdV-level cyber maturity

ETAShasuniqueexpertiseinupgradingthecybermatur-
ityofautomotivemanufacturersandsuppliers:ESCRYPT
cybersecuritysolutionshavepositivelyshapedandhelped
passcybersecuritymilestonesintheautomotiveindustryfor
almosttwodecades.Fromauthoringtheveryfirstresearch
papersintheearly2000s,toimplementinghardwaresecur-
itymodulesinmillionsofcars,toestablishingaDevSecOps
organizationthatcanrolloutpatcheswithinhoursandmin-
utes,wecanidentifysuccessfulandprovenpatternsinad-
vancingcybermaturityintheautomotiveindustry.

ReachingSdV-levelcybermaturityisathree-stepprocessof
1)assessingcurrentmaturity,2)settingtargetmaturity,and
3)executingagapclosureprogram(seeFigure11).Letus
nowconsidereachinturn.

4.1 Assessing current maturity

Assessingthecurrentcybermaturityofpeopleandpro-
cessesallowsanorganizationtofocusitsresourceswhere
theycontributethemosttoatimelyandcost-efficient
achievementofthetargetednewmaturitylevel.Indeed,in
ourconsultingprojectsweoftenuncoverexistingcapabil-
ities,forexamplefromthesoftwareorthefunctionalsafety
domain,uponwhichacompanycanmorequicklybuildad-
vancedproductsecuritycapabilities.Theresponsesfrom
theESCRYPTAutomotiveCyberMaturitysurveysupportthis
point:participantsfrominitial-maturitycompaniesselected
functionalsafetystandards,adomainthatiswellunderstood
bymany,ashighlyrelevantfortheircybersecurityprogram.
ThisiswhywehavedesignedthePROOFautomotivecyber
maturitymodel(seetextbox)thatisavailabletoautomotive
companiestoassesstheirmaturity.

Similarly,astock-takingonthetechnicallevelisespecially
meaningfulinbrownfieldsituationswhereE/Earchitectures
arenotdesignedfromscratch,andwherelegacyarchitec-
turespotentiallyfeature(implicit)securitymeasures.Cru-
cially,assessingthestatusquoacrosspeople,processes,
andtechnologymustconsidernotonlytheorganization
itselfbutalsowithwhomandhowitcollaboratesintheeco-
systemaswellasitssupplychain(seeFigure12).

Figure11:BalancingcybermaturityandcyberriskoftheSdVisathree-stepprocessofassessingcurrentmaturity,settingtargetmaturity,andexecutingagap
closureprogram.

1 Initial 2 Performed 3 Established 4 Advanced 5 Optimizing

Software defined vehicleCyber maturity levels*

* Our diagnostics service efficiently measures this for an organization in 100+ aspects.
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only effective together

PROOF automotive cyber maturity model

Figure9showsanextractofthePROOF(productsec-
urityorganizationframework)cybermaturitymodel.
Sinceitsreleasein2019,automotivecompaniesranging
fromspecializedsupplierstogloballyleadingmanufac-
turershaveusedPROOF.

PROOFisbuiltforautomotive
 – Diagnosescybermaturitywithover120automotive
specificcontrols

 – Considersnationalandinternationalautomotive
securityregulationsandstandards(incl.UNECE,ISO,
CN,EU,JasPar,NHTSA)

PROOFisstandards-based
 – BasedonISO33000series(seeAutomotiveSPICE)
 – UsesfivematuritylevelslikeCMMI
 – DevelopedbyETASandKPMGinGermany,leveraging
decadesofexperienceinadvancingcyberpractices
andbuildingsecureautomotivesystems.
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4.2 Identifying target maturity

Identifyingthetargetmaturityisnecessarytomatchthein-
creasingcyberriskoftheSdVwithhighercapabilitytosecure
roadusers,customers,andbusinessmodels.Ifthegrowing
capabilitiesandopportunitiesof(potential)attackers(see
Figure5)outpacethematurityofanorganization,thiswill
leadtounacceptablebusinessrisks.Conversely,settingthe
newtargetmaturitytoohighrisksafailureofthecybersecur-
ityprogramduetowastedresourcesandoverstretchingthe
organization’sabilitytoabsorbandimplementthenecessary
changes.Wehavefoundthatthreemainfactorsdecidethe
targetlevel:thecompany’sbrandpositioningandriskaver-
sion,thecomplexityandriskexposureofitsproducts,aswell
asrequirementsfromtargetmarketssuchasregulationsand
compliancerequirements(seeFigure12).Aseachofthese
factorstypicallychangesovertime,wehavefoundithelpful
tointroduceastableinterfacebetweentherequirements
stemmingfromthemalongwiththeorganizationalandtech-
nicalsecuritycontrolsacompanyconsiders.

4.3 Executing a gap closure program

Maturinganorganizationtowardanewtargetstatehappens
inmultiplesteps,muchlikethetechnicalevolutiontowards
theSdVhappensinmultiplephases(seeFigure8).This
makessense,asthegoalistomatchincreasingcyberrisk
withincreasingcybermaturity.Grossmisbalancebetween
riskandmaturitywillleadtofailure,asdiscussedintheprevi-
oussection.

Whereasinitial-maturityorganizationscanbebroughtto
thebeginningsofestablishedmaturityinawaterfall-style
plannedproject,theleapfromestablishedmaturitytoSdV-
levelmaturityintroducesthecomplexitytypicaloflarge-
scaleorganizationalchangeinitiatives.

Atinitialmaturity,organizationscandirectlybenefitfromour
comprehensivelibraryoftriedandtestedtemplatesandpro-
cessoutlines.Technicalsecuritybaselines,sometimesalso
referredtoassecurityarchitectures,haveproveneffective
inaligningsecuritycontrolsinternallyaswellaswithsup-
pliersandcustomers.Togetherwiththeproductroadmap,

Figure12:Theautomotivecybermaturitycanvasmapsrelevantfactorsforacybermaturityimprovementprogramintwodimensions:factorsthatareinternal/
externalandfactorsthatrelatetothestatusquo,thetransition,andthetargetstate.
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thebaselinecanevolveandensurethatsecuritymeasures
continuetoadequatelyprotectfromanincreasingattack
surface.

Asorganizationsreachhighermaturitylevels,aniterative
approachbecomesmoreprevalent.Companiesfrequently
assesstheirmaturityanddevelopadvancedcapabilities
throughsmaller,targetedchanges(seeFigure13).This
methodensuresthatorganizationscanaccommodate
boundaryconditions,suchasbroaderdigitalizationstrat-
egiesorrapidmarketdevelopments.

ETAS’suniqueexperiencecansignificantlyreducethenum-
berofiterationsneededinthiscontext.Asanautomotive
companyourselvesandwitharobustprofessionalservices

divisionthathassupportedautomotivemanufacturersand
suppliersthroughnumerouscybersecurityevolutions,weare
adeptatsynchronizingtheintroductionofchangeswiththe
requirementsofaffecteddepartments,includingautomotive
engineering.

Inconclusion,organizationscanbetterreducecyberriskand
realizethepotentialofsoftware-definedvehiclesthrough
apartnershipwithETAS.Ourintegratedapproachofauto-
motivecybersecuritysolutionswithsoftwareandservices
coversallfoursecurityprinciples.Together,wewillmaster
thechallengesandensureasecureandreliableSdVland-
scape.

Collecting evidence for adequate security

PROOF monitor
progress and maturity

Cyber maturity 
backlog

Initial 
Stocktaking

Guided piloting

Gap closure initiative 1 Gap closure initiative 2 …

Joint expert pool

YOU

About ETAS 

Foundedin1994,ETASGmbHisawhollyownedsubsidiary
ofRobertBoschGmbHwithalocalpresenceinallmajor
automotivemarketsinEurope,NorthandSouthAmerica,
andAsia.

ETASofferscomprehensivesolutionsfortherealization
ofsoftware-definedvehiclesintheareasofsoftware
developmentsolutions,vehicleoperatingsystem,vehicle
cloudservices,dataacquisitionandprocessingsolu-
tions,integratedcustomersolutionsandcybersecurity.

Asindustrypioneersincybersecurity,weassistourcus-
tomersinmanagingcybersecurity-relatedcomplexities,
reducingcyberrisks,andmaximizingtheirbusinesspo-
tentialswithaprovenon-andoffboardportfolioofsoft-
wareproductsandprofessionalsecurityservices.

ETASautomotivesecuritysolutionsaresafeguarding
millionsofvehiclesystemsaroundtheworld–andare
settingstandardsforthecybersecurityofsoftware-
definedvehicles.

Figure13:Focusedandfastiterations(“gapclosureinitiatives”)andtransparentmonitoringofcurrentmaturityallowcompaniestoadvancetheirmaturityinan
effectiveandtargetedway.
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