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Happy Hacking! 
First ETAS hackathon took place at headquarters

According to Wikipedia “A hackathon (also known as a hack day, hackfest, or codefest) is

an event in which computer programmers and others involved in software and hardware

development… collaborate intensively on software projects.“ It goes on to explain that “some

hackathons are intended simply for educational or social purposes, although in many cases

the goal is to create usable software.”

Such an event took place recently,

when the software development

department at ETAS hosted the

first hackathon at its headquarters

in Stuttgart-Feuerbach. Associates

desired an opportunity for creativity

beyond the daily grind and to think

outside the box. This desire is some-

thing ETAS management took seri-

ously. So topics were gathered and

discussed, and teams formed in

preparation for the one-day hack-

athon, which was attended by

25 colleagues.

“I’m enthusiastic about the variety

of topics and the quality of the

achievements,“ said Dr. Alexander

Burst, head of software development

at ETAS. “Moreover, I’m impressed

by how well the teams organized

themselves and joined forces with

other groups. The hackathon was

planned as an experiment – and it’s

certainly one that we’ll be carrying

forward, after all the positive feed-

back we’ve received from col-

leagues,” Dr. Burst continued.

The winning team – as nominated

by the other participants – extended

ETAS ASCET, the leading product

for model-based development of

embedded software for electronic

control units in the automotive

area, so it can work with two new

platforms, Arduino and Lego Mind-

storms, both of them particularly

popular at universities and amongst

nerds and inventors. The team dem-

onstrated its results by bringing

two model cars to life using simple

autonomous driving functions.

“Based on our demonstrator, we’re

now able to put together an out-

of-the-box-solution that will give

young engineers an understanding

of ASCET and the ETAS brand.

This is going to pay dividends in

the long run,” said the initiators of

the project, Abhik Dey and Timon

Reich. And this isn’t the only topic

they’ll be working on in the near

future. On this note: Happy hacking!

The winning team: Holger Ruf, Frank Beckmann, 

Patrick Engel, Abhik Dey, and Timon Reich.

tinued authenticity of ECU data.

Accelerator hardware makes this

testing, which is based on symmet-

ric AES signatures, a very efficient

process.

With its secure on-board communi-

cation function, CycurHSM provides

a fourth method of protecting data

passing from ECU to ECU in the

vehicle. It protects the data traffic

running through the vehicle bus

against threats attempting to gain

entry through gateways such as

wireless interfaces. For this, the

CycurHSM issues data on its way

from ECU to ECU with AES-based

message authentication codes, gen-

erating and verifying these codes

so the relevant ECUs don’t have to.

It handles all cryptographic calcu-

lations and keeps the keys secure,

thereby acting as an integrated se-

curity service provider for the ECUs. 

Outlook

ESCRYPT is convinced that HSM

technology will evolve over the next

ten years to become a standard

feature of new vehicles. The stan-

dardized CycurHSM software rep-

resents an important building block

that will help this technology to

break through. In conjunction with

the HSM hardware, it protects

safety-related IT systems in the

vehicle against unauthorized access.

Considering the pace at which

connected technologies are ad-

vancing, CycurHSM can certainly be

considered a future-ready solution.
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SCU Seat Control Unit
CCU Communication Control Unit
HYD Hybrid Drive
BM Battery Management
MCU Motor Control Unit

Crypto acceleratorSmart card IC/UICCCycurHSM

TCU Transmission Control Unit
C2C Car-to-Car Communication
DAS Driver Assistance System
ABS Anti-lock Braking System
ESP Electronic Stability Program

ACC Adaptive Cruise Control
USS Ultrasonic Sensor
CAM Camera
IC/UICC Integrated Circuit/

Universal Integrated Circuit Card

Vehicle board network 
in 202x.


